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Abstract� In this paper concepts for fault�tolerant communication sys�
tems in large�scale manipulators for heavy weights are introduced� This
class of robots makes high demands on safety and real�time behaviour of
data transmission� which cannot be ful�lled by conventional communi�
cation systems� According to di�erent types of data the communication
system has to cope with� two fault�tolerant architectures� based on the
CAN�protocol and on the ATM system� are exposed�

� Introduction

Large�scale manipulators build a special class in the area of big robots� They
cover a wide range of applications� Examples are the employment in the building
industry� the cleaning and restauration of buildings� the inspection of freeway
bridges� the employment in the mining industry and as evacuation equipment in
disaster control operations�

As an example� Fig� � demonstrates a scenario of the mining industry� It
shows a tunnel drilling robot like it is applicated nowadays� A specialist handles
the robot locally� In the future the operator will work over�meet and remotely ob�
serve and control the robot� A head�mounted�display� a data�cage or a data�glove
can be employed� All versions of heavy load handling systems have a very com�
plex data processing system� which is clari�ed on the basis of a further con�gura�
tion in Fig� �� It covers a multiplicity of sensors� on the one hand for environment
recording� on the other hand for the positioning of the joints with consideration
of the elasticity� Further units ful�ll those functions� drive� trajectory planning�
collision avoidance� man�machine interface �MMI	 and monitoring� As a result�
various data 
ow between the components� which require a suitable communi�
cation system� Due to the multiplicity of the components� the spatial expansion
and the safety and reliability requirements a distributed system structure on
the basis of serial bus systems is aimed at� The communication system does not
only have to meet high temporal requirements for the ful�lment of the control
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Fig� �� Application from the mining industry

functions� but is also subject to very high safety and reliability request� These
result from the dynamics and size of the device as well as the possible stay of
humans in the work area� Data 
ows cover data with di�erent characteristics�
Therefore di�erent communication protocols and architectures are to use� In the
following two fault�tolerant architectures are introduced� which can be used for
the data communication in di�erent levels of the data processing hierarchy of a
large�scale manipulator�

� Data Processing in Large�Scale Manipulators

In order to specify the requirements in detail a view of the most important
processes is necessary� which run on a distributed computer system and are
linked together� The operator only moves the ende�ector of the robot arm� all
further arm segments align themselves independently� Since the manipulator arm
has several degrees of freedom in the motion� it can move in such a way around
obstacles� This requires a complex calculation of all joint angles �
�� Besides�
mechanical components must be held on the debit position by an intelligent
controller� On the basis of a layer model the necessary processes are structured
from the point of view of the communication system�

��� Hierarchial Model of Data Processing

In the automation engineering communication units are roughly classi�ed ��� by
a hierarchial model� Fig� � shows the model of the data processing in large�scale
manipulator systems� which makes a classi�cation according to the control tasks
of a layer and the data processing components�
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Fig� �� Prototype of a large�scale manipulator

Fig� �� Hierarchial model of the data processing
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� Operator�s layer
The operator controls and observes the working process of the large�scale
manipulator� The core function is the movement of the ende�ector� If the
control station is far away� it is called telerobotics� A possible scenario was
already described in chapter one� The user needs a very large quantity of
data to control the system �video� sound� sensor and control data	�

� Inverse kinematics
Processes of this layer receive the coordinates of the ende�ector and deter�
mine the appropriate joint angles of all arm segments� Also information of the
sensor layer is transfered to this point� Major task is the on�line trajectory
planning including the collision avoidance�

� Inverse dynamics
This layer executes processes� which have been invoked by the inverse kine�
matics� Major tasks are calculations for the inverse dynamics� The torque
is calculated in order to transfer the joint into the desired angle position�
Therefore data of all layers are necessary�

� Datafusion� controllers
In this layer the controlling of hardware components takes place� Joints are
driven into certain positions by force control� The control processes obtain
their reference input from the inverse dynamics and are linked over �eld
busses�

� Sensor�actuator layer
Here� the collection and preprocessing of sensor information as well as the
controlling of the actuators takes place�

��� Communication Requirements

Regarding the data processing requirements� the communication system has to
provide�

� Real�time behaviour �su�cient bandwidth� determinism of data transfer� i�e�
worst case delays have to be guaranteed	�

� High safety �fail�safe behaviour	�
� High reliability�

According to the di�erent layers of data processing there is a great number
of data types� distinguishing from the following characteristics�

� Data length�
� Frequency of data occurence�
� Kind of data occurence� event�driven �spontanous	 time�driven �cyclic� peri�
odic	� Performance requirements�

� Determinism requirements �e�g� maximum jitter	�
� Safety�related�
� Kind of addressing� uni�� multi� or broadcast�

Regarding data lengths and real�time requirements� there are two major cate�
gories of data�



	

�� Large Quantities of data� comprising large message lengths� to be transfered
under medium real�time constraints� These kind of data arise in high layers
of data processing �e�g� telerobotics	�

�� Short messages occurring with high frequency� to be transfered with high
determinism� Data of the sensor�actuator layer belong to this category�

In general� communication systems like Ethernet �TCP�IP	� FDDI and ATM
are utilized for the transfer of data of the �rst category� But� regarding the high
safety and reliability requirements of large�scale manipulators� these protocols
are not suitable without fault tolerance enhancements� Standardized communi�
cation systems belonging to the �eldbus or sensor�actuator domain may meet
the real�time constraints of the low level data transfer of the second category�
but su�er from limited fault tolerance capabilities� too� In the following� fault�
tolerant communication architectures� on one hand suitable for sensor�actuator
communication and on the other hand adapted for telerobotics� are introduced�
As far as possible� standardized protocols and components are used� enhanced
by software �protocol	 and hardware features in order to improve the safety and
reliability of data transfer�

� Sensor�Actuator Communication

On the lowest level of the control hierarchy� the sensor�actuator level� data is
characterized by information occuring predominantly cyclically� The transfer of
these periodic values� controlling the process� are subject to high real�time con�
straints i�e� defaulted time limits must be kept with high accuracy� By the pre�
determination of cyclical data occurence� both the communication protocol and
the application software can use �xed processing schedules which guarantee a
high determinism� In addition to information occuring periodically� a bus system
must provide transmission capacity for acyclic event�oriented data� These mes�
sages� such as emergency signals of the process� error messages concerning the
communication system components or acyclic control instructions� are subject to
high temporal constraints� too� For example� an error message has to be trans�
mitted very rapidly in order to start fault tolerance measures without e�ecting
the process seriously� Overcoming both periodic and event�oriented data transfer
under high realtime� safety and reliability constraints� depends on the kind of the
chosen communication protocol� in particular the bus access strategy� Cyclical
bus access mechanisms like token�� polling� or time slice mechanisms are tailored
to the deterministic transfer of cyclically occurring data� The transfer of event�
oriented data requires reserving bus capacity which remains unused in the case
of not occurring events� As a result� the bus load increases leading to an increase
in the medium bus access delay� especially regarding networks� which comprise a
high number of nodes� In contrast� event�oriented �multi master� CSMA	 strate�
gies provide a high e�ciency� i�e� low bus access delays� transfering event�driven
data� Using a multi master protocol� each node is allowed to start the transmis�
sion of a message at any point of time� unless the bus is occupied by another
transmission activated before� Due to collisions� i�e� the concurrent bus access






of two or more nodes� determinism of data transfer is worse compared to time�
driven mechanisms� The complex nature of data in a large�scale manipulator�
comprising event�triggered as well as time driven data� requires the combination
of di�erent protocol strategies�

In order to achieve high safety and reliability� it has to be guaranteed that
data transfer continues even in the case of a component fault� Mainly� there are
two types of faults�

� Global faults lead to a breakdown of the system�wide communication� This
causes the crash of the overall system function� Sample global faults are�
short failures of the transmission line� open failures of the transmission line
�interruption of a bus wire	� short failures at a bus�side output of a network
node� bubbling idiot failures� i�e� a deadlock of the bus due to a permanently
transmitting node�

� Local faults are limited to malfunctions of node components� leading
� to a separation of the erroneous node� but do not in
uence overall
� system communication seriously�

Moreover� faults can be classi�ed as

� temporary faults� which disturb the system operation for a limited amount
of time�

� permanent faults� which are not reversible�

Global faults such as a total breakdown of a transmission line only can be tol�
erated by the use of hardware redundancy� for example the duplication of bus
lines� Redundancy has to be managed in an e�cient way� comprising several
stages�

�� Fault detection
�� Fault separation �to avoid impairment of the system operation by an erro�

neous component	
�� Fault noti�cation �to all of the network nodes	
�� Redundancy switch�over �i�e� replacement of an erroneous component by an

operational replica	
�� Recovery of a consistent system state

The primary goal of fault�tolerant system design is that in case of a fault re�
dundancy handling takes place without any loss� corruption� and duplication of
messages� In other words� data consistency has to be maintained even in the case
of component faults without exceeding the timing constraints� With respect to
real�time requirements� the delays of the fault handling stages have to be mini�
mized� A very important aspect of fault�tolerant system design is fault detection�
Faults have to be detected with a high probability� i�e� with a high error cov�
erage� and within a minimal amount of time� i�e� with a minimal error latency�
In the following� a concept for a fault�tolerant system is introduced� comprising
enhanced fault tolerance features and redundant system structures� The system
is based on the event�triggered standardized communication protocol CAN�
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��� A Fault�Tolerant System Concept based on CAN

��� The Fault�tolerant System Architecture

Fig� �� Sample sensor�actuator communication system

As to be seen in Fig� �� a distributed communication system of a manipulator
using the proposed fault tolerance concept ��� includes several functional units
such as process control� MMI �Man Machine Interface	� monitoring and data ac�
quisition� as well as sensor and actuator components� Each unit is attached to a
dual CAN bus by the use of a communication board or a sensor�actuator board�
respectively� A board� also known as node� provides two fully redundant bus
links� each link comprising a micro�controller� a CAN communication controller�
and a transceiver� as is illustrated in Fig� �� The micro�controller initiates trans�
missions of data� selects received messages and passes them on for processing�
In addition� the enhanced mechanisms for redundancy management and fault
control are executed by the micro�controller� The CAN controller controls all of
the mechanisms speci�ed in the CAN protocol ���� Finally� the transceiver carries
out the physical connection of the node to the transmission medium�

Basics of the CAN Protocol� CAN� which was originally developed for use
as a sensor�actuator bus in a motor vehicle� is suitable for wide areas of au�
tomation technology� Above all� the realization of a highly reliable and e�ective
atomic multicast transmission principle and the mechanisms for fault detection






Fig� �� Redundant communication nodes

make CAN a basis for highly reliable real�time systems� CAN networks are multi�
master systems� i�e� bus access for every node is allowed if the bus is idle� also
referred to as CSMA�CR or Carrier Sense� Multiple Access� with Collision Res�
olution� In the case of a collision� the message of highest priority prevails and
may continue transmission� Therefore� a priority is assigned to every message�

Thus� worst case access times for all messages can be calculated during sys�
tem design� The maximum data rate for a CAN system is speci�ed at � Mbit�s�
The transfer of data in a CAN network takes place as follows� A node broad�
casts a message to all other nodes� If any node discovers a transmission fault� it
destroys the message while the transmission is still taking place by overwriting
the bus level with an error frame� As a result� all of the nodes discard the erro�
neous message and the transmitter starts a new transmission� This corresponds
to the principle of atomic multicast� A negative con�rmation mechanism is real�
ized� i�e� in a fault�free case� a transaction requires the transmission of only one
message� CAN has built�in mechanisms for error detection and localization� De�
fective nodes are switched o� the bus� implementing a fail�safe behavior� For this
purpose� each node maintains an internal error counter� which is incremented af�
ter a transmission fault has been detected and decremented after each fault�free
transmission� If an error counter reaches the value ���� the node automatically
goes from the error active into the error passive state� i�e� it may continue to
transmit and receive messages but cannot destroy any faulty message by trans�
mitting an error frame� A CAN controller having an error counter which reaches
the value ��� switches into the bus o� state� i�e� it no longer participates in the
bus tra�c in any way� That means� a faulty node disrupts the bus tra�c by
transmitting error frames until it goes into the passive state�
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Enhanced Fault Tolerance Management� Since CAN is designed for use
in single bus systems it has a number of disadvantages with respect to the
requirements explained relating to fault tolerance� The limitations of CAN are�

� The management of redundancy is not provided for in the CAN protocol�
� Concerning node component faults� high error latencies may occur�

The redundant realization of system components� in particular of the bus line�
requires additional mechanisms for the consistent switch�over to the replicated
components in the case of a fault without exceeding real�time constraints� In
addition� the negative con�rmation mechanism of CAN causes high error laten�
cies� the transmitter of a message does not detect the failure of another network
node but rather assumes that if error frames do not occur all of the receivers
have received its message without faults� Thus� node losses cannot be detected�
especially in a su�cient period of time� The proposed protocol enhancements
eliminate this through the use of a fault�active mechanism comprising system
monitoring and error noti�cation methods� The fault�active mechanism allows
each communication link to be monitored by the other link of its node� For this
purpose each micro�controller serves as a watchdog processor for the other link�
In addition� in case of a component fault a node is able to become active au�
tonomously� i�e� it informs all network nodes about the failure by transmitting
an error noti�cation message through the operational link and communication
channel� Thus� the second bus system ful�lls the function of a watchdog bus�
During normal operation the entire process data tra�c is executed through one
communication channel� A sample fault reaction process started after the oc�
curence of a failure of CAN controller a� �Fig� �	� takes place as follows� CAN
controller a� disrupts all network tra�c on bus � until its error counter reaches
��
� reaching the error counter value �� CAN controller a� transmits an error
interrupt to micro�controller a�� micro�controller a� informs micro�controller a�
of the loss of the CAN controller� micro�controller a� starts the transmission of
an error noti�cation message through bus �� all of the network nodes receive the
error message through the links �� all nodes switch o� bus � and continue the
transmission of process data through bus �� The advantage of this method lies
in the fact that the fault tolerance process is executed while the faulty CAN
controller is in the active error state �error counter ���	� This controller there�
fore continuously destroys the message which is detected as being faulty up to
the switch�over process� As a result� no message is lost and no faulty message
is processed until the bus switch�over has �nished� Concerning the recovery of
a consistent system state after the occurence of faults� an important aspect is
the maximum number of messages� which are lost while the fault tolerance mea�
sures take place� Message losses may occur because the faulty node is not able
to receive any message until it is replaced by its redundant component� Lost
messages have to be retransmitted through the use of time�consuming recovery
processes� Regarding the proposed concept� in case of a CAN controller fault
no message loss occurs� Regarding speci�c malfunctions of a micro�controller� it
may not be possible to entirely exclude a message loss� This situation can occur�
for example� if the fault latency is greater than the duration of the transmission



��

of a message� Nevertheless� only a few messages are to be retransmitted causing a
minimal recovery e�ort� Thus� the preconditions of maintaining the consistency
of data in the case of a fault are ful�lled�

� Fault�Tolerant Data Transmission in the Telerobotics

For a better understanding the following exposition is based on the mining sce�
nario introduced in chapter two� Main topic is the communication link between
the control station over�meet and the large�scale manipulator working down in
the tunnel� To ful�l the requirements for safety and reliability a redundant reali�
sation is necessary� The communication links don�t only have to be implemented
dual� but they must also run on spatial separate paths� Otherwise a collapse in
a single part of the tunnel could lead to a complete damage of both links� A
possibility to communicate via an ATM network enhanced concerning safety is
presented�

��� The Model of an ATM Communication

ATM connects the following components�

� the man�machine�interface�
� the video cameras�
� the sensors for the acquisition of environment data e�g� ultra�sonic sensors
and

� the distributed computer system� Parallel bus systems like VME or
� PCI are not appropriate because such a tight coupling does not avoid
� error propagation�

��� Reasons for the Implementation of ATM

ATM is known to be a high performance communication system for telecommu�
nication and multi�media� The following reasons show why ATM is suggestive
in this case�

� In the telerobotics mainly multi�media information is present� Most impor�
tant sensors are the video cameras� which have to transfer a realistic picture
of the robot environment in real�time�

� ATM is not only implemented in wide area networks �WAN	� The employ�
ment as a computer�computer communication system has been proved� The
Washington University in St� Louis has formed the term DAN �desk area net�
work	 and has developed a micro chip which supports the communication
in the local computer environment �APIC� ATM Port Interconnect Con�
troller	����

� ATM is a real�time system� The quality�of�service�protocols guaranty prop�
erties of the transmission �maximum cell transfer delay � CTD� cell delay
variation � CDV	�

Yet ATM cannot ful�l the high safety requirements� Therfore enhancements for
redundant communication paths are introduced�
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��� Safety Enhancements

Figure � shows two ATM nodes which are linked via an ATM network� The layer
model of ATM is not derived from the ISO�OSI model ����� ���� ���	� The ATM
network consists of many ATM switches� As an example the �gure shows the
functional structure of one� Which enhancements have to be made to improve
ATM concerning safety requirements�

� The signaling protocol has to be extended� On demand two redundant� dis�
junctive routes have to be found� The maximum di�erence of the transmis�
sion delay has to be transfered to the ATM layer�

� The ATM layer has to evaluate two streams of data� It has to bu�er the in�
coming cells until the redundant cells have been received in order to compare
them� The sender also has to handle a bu�er in order to enable a backward
recovery�

Fig� �� Enhancements of ATM concerning the safety

��� Fault Detection and Handling

The process of error handling is roughly shown in Fig� �� The upper boxes present
four important possibilties of faults� The lower ones show four ways to handle
the faulty state�

If two incoming ATM cells are di�erent� the error handling depends on the
priority of the information they carry� For this reason the cell loss priority 
ag
�CLP	 in the ATM�header is used� If CLP equals � the information has low
priority e�g� video or audio data� The faulty information can be interpolated
by the system �forward recovery	� In the case of high priority data a backward
recovery has to be made� The receiver rejects all incoming cells beginning from
this point of time and demands a repetition� Therefore the sender copies all
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Fig� �� Fault detection and handling in the ATM layer

outgoing cells into a ringbu�er� If the backward recovery fails� the operation has
to be stopped and the system must be transfered into a safe state� If a running
cell exceeds the maximum di�erence of the transmission delay� it is lost� Again
the priority determines the way to handle this error� In the case of low priority
information the system assumes the remaining cell to be correct �masking	� Even
if the data is faulty� it has no negative e�ect on the operation� If the cell has high
priority� the way to handle this state depends on the consideration whether safety
or reliability dominates� If on the one hand reliability is more important� you
can mask the fault because the occurance of two faulty cells is very improbable�
On the other hand a safe system has to invoke the backward recovery to avoid
any risk of a faulty state� The case of two lost cells is very unlikely� but has the
most dangerous e�ects� It is very di�cult to detect this kind of fault� If the cells
have high priority only higher layers can avoid catastrophic consequences� It has
to be analysed� if a single�error assumption is maintainable or if employments
have to be implemented to detect it� In all error cases a counter is incremented�
If this counter exceeds a de�ned number in a period of time� the system has to
be transfered into a safe state� It must run an exact diagnostic programm�

� Conclusion and Future Work

Conventional communication systems do not meet the high requirements con�
cerning safety�reliability and real�time of large�scale redundant manipulators�
Therefore standardized protocols have been enhanced by extensive fault toler�
ance measures� The proposed CAN�based system is suitable for data transfer
in the sensor�actuator layer� The requirements of higher communication layers
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can be satis�ed by the extended ATM system� Within the scope of the research
project SFB ��� these concepts will be applicated to real prototypes� In addition
an ATM simulator is being developed� A virtual ATM network can be built� in
which di�erent connections are simulated and errors injected� It is based on a
distributed system concept�
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